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| ntroducti on
Overview

This document, the UCC XML Implementation Guide, provides an overviewXi¥ili{eXtensible
Markup Language) options available to the Indiana Secretary cd@&taistomers/bulk filers. XML is
used to file documents electronically through a RESTful API (or web interface**).

For more information on XML (eXtensible Markup
Language) please visit http://w3schools.com/xml

This guide providemstruction on XML filings, options available and other information required tc
XML transactions. Additionallthis document provides users with technical requirements, accour
setup, fielddata, example transactions and other information necessarfiié UCC XML documents
with the Indiana Secretary of Sta®eoffice.

Who Should Use This Guide?

This document is intended to be used by customers planto implement XML for electronic filing:
of UCC documents with the Indiana Secretary of &aifice. If you intend to receive bulk data frol
the Secretary of Staf® office please visthe Bulk Services section of INBIZ at
https://inbiz.in.gov/Inbiz/BulkDataServices/Index

This Inplementation Guide also provides the technical detail and structure of the UCC XML filin
accepted by the Indiana Secretary of S@teffice and information specific to fields, formats and d
types used. It is assumed that users of this guide havieawe access to others that have, a moder
level of technical knowledge of XML and RESTful APl implementation. While it provides a list c
functional requirements and an overview of the filing process, it does not provide fundamental
information on the umlerlying concepts (internet applications, specific formats,)etc


https://inbiz.in.gov/Inbiz/BulkDataServices/Index

Prregui si t es
Account Setup

Prior to submitting XML bulk filings to the Indiana Secretary of Qtatkce users are required to sef
up an XML Bulk Filer accouRtlers who already have an existing INBIZ account (with or without
stored payment method) may use the same account for bulk filing if desired or they can create
separate account specifically fbulk filing.

To create an INBIZ account please visit the following WiRL/(inbiz.in.goww | YR &St SO
button in the topright corner of the screen.

' |NQQ/ | N] BlIZ Start a Business Manage Business Registrations Certification

INBiz: Your One-Stop Source for your Business. 0 SearchtheSite or O Search for a Record

BUSINESS SEARCH I

hy GKS f23Ay ONssy uKI

instructions to create an INBIZ account. \
Don't have an account? 5ign up

Filers are required to have a valid form of payment on file with the Secretar
StateQ office in ordeto maintain an active XMénabled accountWhile Iogged

into INBIZ you can set up a saved payment method Byf SOGA Yy 3 (¢
tFe@YSyid 1| 002dzyaé¢ AGSY 2y GKS !ééz
screen.

Filers may be contacted periodicallyhitexpiration date on the method of
payment is close to expiring toaintain an active XMenabled account. Furthel
guestions on account setup can be emailed®iz@so0s.in.qov

€ Municipalities

= LogOut

Once you have created your INBtZauntand added your payment methog,ou may submit a
request for an XMienabled accounby filling out the XML User Agreement locatedailable from the
Online Services menu in INBYDu will receive memailresponse when your request has been
approved and completed.

10
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XML Web Service
Overview of the UCC XML Web Service

1

== =4 —a

This transmission method entails a website to expose a specific Web Service that will be
to submit the filing to tle Indiana Secretary of State

The Web Service handles the validation, authentication and responses of all the methoc
required to process and track a UCC filing.

Web Services typically implement a protocol called Simple Object Access protocol (SO/
deal with the details of the E&hsible Markup Language (XML) serialization and transmiss
¢CKS LYGSNYyFraGAz2ylt 1'aa20AF0A2y 2F [/ 2YYSN
I LILE AOIF GA2Y aK2z2dzZ R KI@S 620K YSUK2RAaA - a
SYR AYUGUSNFBOS Fea] LHidad o

The Application will expose a Web Service, which receives all the XML filing requests fr
filers. The Uniform Resource Locator (URL) wilithes://uccxml.sos.in.gov

The filer credentials wibhe validated to checthat the user isauthorizedto submitXML filing.
The user request contains User ID, Password and XML data as the standard format.
These requests will be passed through Hypertext Transfer Protocol Secure (HTTPS).

In addition to theHypertext Transfer Protocol (HTTHR)STnterface these specifications alst
provide a Web Servi¢&Plinterface to submit filings.

The Application will also provide an option to download the Web Services Description
Language (WSDL) file for the filersnitegrate with their applications.

The Application supports Web Application Programming Interface (API) calls to call the -
methods using HTTP POST request and submits filings from client browser.

IACA 4.0 recommends usage of a RESTful API (RepteseState Transfer) that contains a
transaction state information needed and this information is not stored on the API servel

11
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| ACA Specifications
XML Technical Specifications for UCC Filings v4.0

The API implemented by the IndiaBacretary of Stat@ office is intended to follow the specificatio
detailed in the International Association of Commercial Administrators (IACA) XML Technical
Specifications for UCC Filings version 4.0.

The IACA specifications originated in 2001 anaekgroup was established in 2018 to revisit and
modernize them. As a result of this, version 4.0 was developed in 2019. Version 4.0 eliminates
backwardcompatibility with previous versions.

The full specification is available to view or downloadtabs://www.iaca.org/secured
transactions/xmitechnicatspecifications/ Afew of the core best practices and standards are liste
below

Payment information is not includad the XML filing.

Information Statements are excluded from the XML filing.

An electronic amendment cannot include multiple actions.

The XML filing will not use collateral codes.

All data transmitted in the filing must be returned to the filer.

Sequence of filings is a filer issypota{ S ONB (i I NB  2filing fssiid. G S Qi
A jurisdictior® API must be secure

=4 =4 4 4 4 4 2

A jurisdictior® API must be secure to ensure filings are tracked back to the submitter for billing
historical audit purposesAICA strongly recommends using HTTPS to ensure traffic is encrypted
private. The jurisdiction must specify in its implementation guide how users are authenticated.
recommends usingl TTP Basic Authentication headarg the Indiana Secretary of St@&effice has
adopted this method of authentication.

The latest version of the XML Technical Specificatio
for Uniform Commercial Code Filings can be viewed
downloaded at htp://www.iaca.org/xml

12
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XML Request
XML Request OverviefaPl)

The submission uses an HTTP POST process. The application will provide a web service (API
that will act as a receiver for the information and provide submission receipts.

Though there is no size limit for POST and GET operations over the HTTP protocol, the curren
URLs average around 2,048 characters

The XML Data must be HTML encoded to ensure that characters with the potential to interfere

the HTTP protodare properly encoded. (sdébe File Guidelines section of this documémnt further
information)

The text must conform to the Unicode Transformation Format ¢8)Tiermat and special character:
must be either converted or removed. Of special note arerbioft Word documents that insert

special characters for single/double quotes and dashes. These must be converted to the nor+i
equivalents.

Requests will be received from the client through the applications exposed web service (API)

XML Data shald not be blank anéach request should be identified with a unique sequence nunr
which can be assigned through an ID generator.

All valid XML requests will be recorded into the application database for processing.

The API will validate web requestsan submission and will synchronously return the receipt
document to the filer.

Generalized XML requests and examples can be found ir
Scenario Examples/Sample Responses section of this docul
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Request
Submission Confirmation ariRfocess Overview

Submi sSssiI on

Con

Once the application has received the filing, the receipt document will be sent back to the filer.
asynchronousprocess and the receipt document will contain all the elements defindldarXML
Receip section of this document.

LY y2NYIf

LINE OSaaAy3a
appropriate status message will be returned along with the DocumentReceiptID. If it is not pos:
generate a DocumentRecelptthe server will return an HTTP error.

KS f{dFGdzap oHAff

0S5

The filing acknowledgement will be sent from the application to the filer after processing is
completed.This process i@synchronousand the filer is required to provide a ReturnURL to recei
the asynchronous iponse. Alternately, users may request the filing acknowledgement through
API or INBIZ website as described later in this document.

o
- Filer
|

XML Interface

Data Manager

Submit XML (InXML)

- ValidateXML()

< BuildReceipt():xml

ReturnReceipt():xml

= Process XML()

I
I
I
I
I
I
1
I
I
I
1
I
I
I
I
I
I
1

>, Create PDF()
[

| -
P—— Submit Data()_"
Return Status()

< Build ACK() .

The API will process the top 4 steps above (Submit, Validate, Builc
Return Receiptyynchronously upon submission
The remaining processing occuaisynchronously.

SendAck():xml

| -
GetData(FiIeNum):String'

:string

14



Request Validati on
XML Filing Validation Summary and Example

As noted in this guide, filings will be validated immediately upon submission to the web service
the event that a filing contains errors it is REFUSED and the Indiana Secrétarylofiff&ill not
maintain any record of the filing as it wasver ACCEPTED by the office.

Validation is performed based on the Detailed XML Document Specifications section of this do
Possible errors returned are listedtime XML Receipt Element Attribute Values section of this
documentand will indicate tle type of validation error. Some of the general rules around validatit
include but are not limited to:

All requests should be in the standard XML format.

All mandatory fields and information should be available to process.

The filers UserID and Passwdod the XMLenabled user should be available.

Payment information o#ile with the Secretary of State for the filer must be current.

The application will send thdocumentreceipt accompanied by the Document Receipt ID 1
all qualified requests.

1 DocumentReceipt format example is listed below

= =4 4 —a

Example:

The following is a sample receipt document returned by a submission

<?xml version ="1.0" encoding ="UTF 8" ?>
<Document>

<XMLVersion info ="1.07"/>

<Header> < >
<Date>20190101</ Date>

</ Header>

<Record>
<PacketNun>2A- 0098273- 0032003</ PacketNun®
<SeqNumbepr1</ SegNumbep
<DocumentReceiptID >201901010230000000001</ DocumentReceiptID >
<OptionalFiler  Reference >1234567</ OptionalFiler = Reference >
<Status >OK/ Status >
<StatusDate >20190101</ StatusDate >

</ Record>

</ Document>

15



F i

|l 1T ng Process

High Level Filing Process Overview

)l

During the filing process the XML document is submitted to the application and a receip
document is returnedsynchronously.

The document receipt acknowledges the receipt of the document only and provides an
identification number to inquire about status of the document from the system.

The document receipt will also contain information regarding any errors thairoed during
the initial validation.

If a submitted document contairesrors, it is REJECTED by the system and the applicatior
not maintain any record of the filing as it was never ACCEPTED by the application.

Bulk Filer 1IS/Web Services SQL Server ISILON/FileShares

@ =

Windows Services

Once the filing has been processedthe web service, the acknowledgement is sent to the
<ReturnURL> provided in the initial XML filing request. This process isisigmehronously,
and the submitter must provida validReturrJRL to return the information.

The information for the UserID drPassword for the <ReturnURexdpointmay also be
provided in the XML document if required.

An internalflag will be maintained in theransaction and filing tables to identify XML filings.
Creating the work order and processing the payment will stagtfiting process.

The filing may be rejected for any reason of insufficient or incorrect data and the reason
reported to the filerin the initial response. Note that certain errors will stop processing ar
preclude the application from returninglarrors found in a filint

Once the filing has been processed an acknowledgement is sent to the <ReturnURL> p
in the XML filing request.

All XML requests and respective statuses will be maintained by the application.

* - See Appendi€: XML ErroCodesfor a full list of error messages.
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XML Response/ Acknowl ed:
Acknowledgement Process Flow and Response Examples

The application will send the acknowledgement once the filing request has been processe
Theacknowledgement will begpendedto the actualfiling request and sent to the filefs/RL.
There will only be one acknowledgement per record or filing.

Examples of the acknowledgement section of the document are shown below

Accepted Filing SampleAcknowledgement XML Segment:
<Acknowledgement>
<FileNumber >20200101000123456789</ FileNumber >
<FileDate >010102019</ FileDate >
<FileTime >0800</ FileTime >
<FeeAmount20.00 </ FeeAmount
<FilingOffice  >IN</FilingOffice >

<FileStatus >Accepted </ FileStatus >
</ Acknowledgement>

Rejected Filing Sample Acknowledgement XML Segment:
<Acknowledgement>

<FileNumber >20200101000123456789</ FileNumber >

<FileDate >010102019</ FileDate >

<FileTime >0800</FileTime >

<FeeAmount20.00 </ FeeAmount

<FilingOffice  >IN</FilingOffice >

<FileStatus >Rejected </ FileStatus >

<Errors >
<ErrorText >A Current IndividualName is missing the required Surname. </ErrorText >
<ErrorText >Provide Mailing Address for Assignor. </ ErrorText >
</ Errors >
</ Acknowledgement>

The above sample will be sentXéblILcontainngthe input XML and the acknowledgment. In
particular, it contains the XML of a standard IACA Acknowledgement Document. Near the
of the XML, youwill see the <Acknowledgement> section. This section contains the followin
information about the filing:
1. File Number
File Date
File Time
Fee Amount
Filing Office
File Status
Errors (if applicable/rejected)

N Ok
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St atus Request
Requestindgsubmission Status
To ensure that the acknowledgement and filing is processed correctly the filer may request the

ofthefiing¢ KS & { dF Gdza wSljdzSadé¢ YSGK2R NBFTSNB (2
Acknowledgement will be sent with the appropriate file number, file date/time, fee amount, etc.

The filer will send the jurisdiction a request for status usmgGET /FilingAsyn&bcumenticeiptiD}
endpoint. The DocumentReceiptID provided by the POST /FilingAsync endpoint response mus
supplied on the status request URL.

The endpoint will return a Status document, as defitaér in this document, to theequestor.

Bulk Filer

URL passes DocumentReceiptiD

Status XML from Indiana Sec

w u
ﬁ Asynchronous XML Response w/ Acknowledgement

If the filing is processed by th&MLService, theXMLacknowledgment is sent to the <Return URL>
provided in the XML filing request. This is dasgnchronousland the submitter must provideraAPI
endpointto return the information.

retary of State

ExampleRequestResponse
GET /FilingAsyn@01901010230000000001  [User Id and Passwosrthould besupplied in the http header

<?xml version ="1.0" encoding ="utf - 8" ?>
<Document
<XMLVersion info ="1.07"/>
<Header>
<Date>20190101</ Date >
</ Header> < >
<Record>
<PacketNunm2A- 20200121- 1298732312</ PacketNun®>
<SegNumberl</ SeqNumber
<DocumentReceiptlD >2020012800000001234567123</ DocumentReceiptID >
<OptionalFilerReference >1029762345</ OptionalFilerReference >
<Status >InProcess </ Status >
<StatusDate >20190101</ StatusDate >
</ Record>
</ Document>
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PDF Acknowl edgement
Requesting a PDF Copy of the Filing Acknowledgement

In addition to the XML Documenicknowledgement that is returned from the filing process or sta
request filers have the ability to electronically request a PDF copy of the Filing Acknowledgeme

This process is similar to the status request but instead of receiving Status XML eree$4a§ of the
acknowledged filing will be returned.

The filer will send a request for the PDF using the GET /Filing/{packet_num}/Acknowledgmentf
API endpoint. The supplied {packet_num} references the <PacketNum> value previously suppl
the filer, as definedn Request Validation sectiasf this document

Bulk Filer

[Filing/{packet_num}/AcknowledgementPDF

Acknowledgement PDF from Indiana Secretary of State

_},

ExampleRequestResponse

GET /Filing/2A202001211298732312/AcknowledgementPdf
[User Id and Passwosrtould besupplied in the hitp header]

A

PDF

Using the Packet Number rather than thpplicationissued <FileNumber> helps ensure
acknowledgment PDFs are only sent to the original filexvoid unscrupulous image retrieval that
bypasses collection of copy/retrieval fees. Additionally, HTTP Basierdigiationwill be used by the
applicationto validate that the requestor was the filing submitter.

Theapplicationwill synchronously return an octettream containing the PDF with a Contéryipe of

GF LILIX A O GA 2y« BRTELIRZIAAR A FY WG S SY IOKST b CA f
<FileNumber> is the UCC filing number.
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Fili ng | mage Request
Requesting a PDF Copy of the Filinggena

The applicatiorprovides the ability to allow a filer to electronically request a PDF copy of a filing

This process is similar to tleknowledgementequest but instead of guesting the image by the
DocumentReceiptID, thieileNumbeiis used to make the request

Thefiler will send the request for the PDF using the GHIIng/<FileNumberRetrievelmageREST A
endpoint. Theiling number references the <eNumber> returned by the application in the initial
acknowledgement.

Bulk Filer Filer sends FilingNumber to /UCCXML/Retrievelmage
w Filing Image PDF from Indiana Secretary of State

ExampleRequest/Response
GET /Filing/20200101000123456789/Retrievelmage
[User Id and Passwosrhould besupplied in the http header] It Secrtar of St

Fs# 20190402001100
DATE FILED: 10 Apr 2019 12:43 PM

Type of Change: Debtor Acd

NOVIDUAL'S SURNAME:  Ahser FRSTPERSONALNAME: K

MAILING ADDRESS: STITWState Rd 4

- cme Indianspais SWEN  POSTALCODE 4620+  COINIRE United Sistes
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Security

Security Consideratiorend Requirements

C2NJ -a[] FAE{SNRBR dzAaAy3dI GKS 'tL 2N 2yfAyS F2N
the use of the HTTPS protocol. This is intended to provide a secure channel for transmitting ar
receiving information.

Username /Password:

Once an INBIZ account is approved as an XML/Bulk filer, there is a separate password used fc
and online form submissions. This can be maintained or changed by the user through the INBI
hyOS f233SR AyG2 LbhfibE dFRSALGKS/ H 002 pzy i NI
contact the INBiz helpdesk to assist with updating the password.

Authentication:

The username and password for XML filings should be in the Username and Password fields i
request header for API subrsisn. For online form submissions the username and password shc
be entered in the form fields provided.

Redaction:

It is the responsibility of the filer to fully ensure client Personally Identifiable Information (PII) is
protected. Information providd in UCC filings is public record. Providing PIl may result in crimin
and/or civil actions.

All XML filing data and any attachments uploaded will go through an automated redaction proc
order to prevent exposure of any PII (Personally Identififdfiermation) or sensitive data, specifice
any Social Security numbers or EIN/FEIN/Tax IDs. The filer will not have the opportunity to rev
elements redacted. If your return receipt or acknowledgement contains items that were redacte
shouldr2 & KIF @S 06SSys> L SIFaS O2yidlFOld G4KS LYyRAL)

The UCC XML will be checked for SSN and TIN upon submission in the Collateral, Miscellanec
Optional Filer Reference fields. The XML filings will be scanned for forméthing potential SSN o
TIN. The public filing documents will reflect the redaction. The SSN or TIN will be replaced witr
[redacted].

Attachments provided with UCC XML submissions will also be checked for SSN and TIN upon

submission. The attachments dle scanned for clue words (e.g. SSN, Social Security Number).
number proceeding the clue will be redacted by using a redaction image covering the PII.
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Fi 1l 1 ng Refusal s/ Reject]i

Refusals

In the event that an XML filing is not propefdymatted or unreadable the filing will be REFUSED .
the filer will receive a receipt with €Status> value ofinvalidXML This status may also indicate an
issue with the filers account, saved payment or the XML system being offline. The receipt taith ¢
an <Errors> element with detail about the failure. In order to ensure successfufilingtrongly
recommended that filers use the <Test> indicaiet to YYo ensure theirfilings are valid. This guid
provides a DTD for the file format, thercesponding XML schema documents (XSDs) are availak
https://uccxml.sos.in.gov/Resources/PCC IN IACA4 0 DTD_ 02032&éexAppendix C for a list
possible XML ErraCodes returned.

Rejections/Partial Rejections

When a filing is accepted the filer will receive a receipt with a <FileStatus> vaDi€lafthe event oi
any processing erra@ the <Acknowledgement> element will contain a <FileStatus> of Accepted,
Rejeced or AcceptedWithErrors. The AcceptedWithErrors value indicates the filing was proces
was partially rejected. Typically these are issues with one or more of the Debtor or SecuredPai
the Acknowledgement will add the <NonindexedReason> elemeatdescription for thelement
error. As with a refusal, the <Acknowledgement> will contain an <Errors> element with the det:
Filing error messages and narmdexed reasons are listed in Appendices D & E of this guide.

Bi Il Il 1 ng
UCC XML filers will be billed for filings the day proceeding the submission. All submissions for the prior day v

be totaled and one charge will be applied to the credit card saved in INBiz. An itemized receipt for charges wi
be available on the INBi2ashboard in the

PAYMENTS -~ B Paymentsvidget.

By clicking the View All button on the widget
20191119000396  UCC Financing Statement ~ 11/19/2019 8:49:31 AM filers may view the complete payment history
11/18/2019 11:39:35 AM for their XML user account*Please note that
receipts and transaction data will not be
available until the day after the filinis posted.

20191118000377 UCC Financing Statement

20191118000376 UCC Financing Statement 11/18/2019 11:23:43 AM

Declined payments will automatically disable the ability to submit future UCC XML transactions until resolved
with SOS.

The Saved Payment information stored in INBiz will only apply to the Admin user of the credit card. Users
authorizedtodza S ONBRAG OFNR&a 2y Fy2GKSNJ Lb. AT dzaSNDa | (
ca[ FAEfAYy3Ia NBIdZANBE GKS FdzZ f ONBRAG OFNR AYyF2NXI
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https://uccxml.sos.in.gov/Resources/PCC_IN_IACA4_0_DTD_02032020.xsd

Onl i ne Submission (t

In order to provide a backup the event that the UCC XML API is down or under maintenance, t
LYRAFYlF {SONBGOINER 2F {dGFdiSQa 2FFAOS LINRPOAR
submission through the INBIZ web application.

** If the UCC XML system is unavailable (downrater maintenance) users will still be able to suk
UCC XML filings and preserve the date and time of submission. If the processing system is offl
filings will be placed in a queue and will be processed when the system is back online. lIroorder
receive status or acknowledgement the user must provide a return URL in the submission for t|
asynchronous response or use the web interface or API to request the responses.

Browser Regirements, Login, Upload, Status, Ackwledgement etc.

The user sbuld use a modern web browser to access the HTML interface, the browser should t
to support the use of HTTPS wih SSL 2048it key and thecurrent SSL and Tk&curity protocol(s)

Users are required to have an INBIZ login thenhiibled as an XML user and a valid payment met
onFAES 6A0GK GKS {SONBGIFENE 2F {dFrdSQa 2FFAOS

RN |~ To initiate 8 UCC XML filing using

XML lorgamicom web form users should copy and
paste their XML into the form
window pictured to the left Upon
clicking [Submit Filing] the request
will bevalidated,and the status XM|
sl A it  will be returned in the response
i section of the form in a synchronot
process. ** If the processing syster
is offline, the user will receive a
regponse message indicating the
status of their submission.

.0 encoding="utf-s" 1>

Versions="201%8181" />

Number *

Invoke Filing Status Request Retrieve Acknowledgement Retrieve Document

In a similar fashion to the APl users may request status or acknowledgement XML, documents
images using thenterface

Invoke Filingg Sends the filing XML to the service for processing, retsiaisis XML
StatusRequest¢ XML Statuseturned for provided Document Receipt ID

Retrieve Acknowledgement XML Acknowledgement returned for provided Packet Numkb
Retrieve Documentg Returns the PDF Acknowledgement Request for proviRieket
Number

1 Retrieve Image; Returns the completed Filing Image PDF for the provided File Numbe

= =4 -4 4
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Onl i ne Submission (t
(Continued)

Viewing Historical Transactions

Transactions submitted via XML (through the API or online interface) along with any attachmer
receipts or related data/documents will be available in the INBIZ application. Most of the releva
material can be accessed through the INBIZ Dashboard asdbelow.

P INgY INjBIZ

All filings submitted via XML are processe
the INBIZ systenm the same way as filings
made through the system. The same filing

DASHBOARD START A NEW BUSINESS 'ONLINE SERVICES ~ ACCOUNT v ™

My DASHBOARD D Search for a Racord

rules apply regardless of submission metf
. Logging into INBIZ with the account used

= a XML filing the user ghuld be able to see,

—— S search, edit and review any filings submitt

ESS

T SearchFunctionality

.. | Alrfilings and payments made via XML wi

be searchable through the normal INBIZ
search features and other functionality.
Please use the Help function on INB i
need more information on the application
features.

2019118000377 UC

2019118000376 UCC Fina

hﬂ
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Testi ng XML Submi ssi

Bulk filing customers are strongly encouraged to test their automatic exchange applications pri

submitting XML documents and filingsA 6 K G KS f¢Sadap StSYSyid as

The purpose of testing is to ensure compliance with applicable standardegoaements by the
LYRAIFYIlF {SONBGFINER 2F {GFGSQa 27F7TAOFilng Request 2
and ReceipDTDs are provided i latersection of this document

Bulk filings follow the same internal process flows and business rules of the INBIZ system. If yc

currently file through INBIZ the transition to using an automated bulk filing process should be a
seamless one.

** NOTEc The <Test> element in the XMbcument <Header> section must be
setto Y for any and all test transactions. Test transactions are not billed to the
though testing functionality is only available to UCC XML Authorized users
CAfAYIAE adzoYAGGSR ¢ A GK nitkeéablgt&ratin S f
complete XML acknowledgements or filing/acknowledgement PDF images.

While many of the requirements and business rules are captured and detailed in the Filing Stru
and Element Usage sections of this document, if you receive any errors or unexpected results
testing you are encouraged to contact the Indiana Sécdt® 2 F { GF 6 SQa 2FFA

Contact information and an online form are available through the following URL,
https://inbiz.in.gov/about/contact

J INgov IN|BIZ

® o Name:
g Addre

Email:
Phone:
(& Contact Number Business Name:

Message:
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Fi |

e Gui del 1 nes

Format, Size, Speci@haracters, Attachments

As noted in the XML Request section of this guide, files should be encoded in Hecbidifacterset,
containwell-formed XML and not contain any special charact&ecial characters are generally
defined as characters outsidedlUTF8 character set.

For more information on UTF& please visibtips://en.wikipedia.org/wiki/UTF-8

Images can be included in the XML submission, must be under 10MB each and encoded in Ba
format as described below.

Base64 EncodingCommon to all binanto-text encoding schemes, Base64 is designed to cal

data stored in binary formats across channels that only reliably support text content. In ord
to convert PDF images to base64 text there are a number of free converters avaitabtbe
web. Some examples of these include, but are not limitedwavw.base64encode.org
cryptii.com/pipes/text-to-base64and www.url-encodedecode.com/bag64-encodedecode.
For more information on the Base64 format please visitps://en.wikipedia.org/wiki/Base64

Images included with the filing are placed in the Collateral element of thedéeliment. Images are
limited to 10MB in siz& imageper filingand only Base64 encoded PDF images are allowed.

*NOTE:If you need to submit attachments that are currently in MS Word or MS Excel format,

ai ONR a

2FT0 LINRPOGARSA | dithat vl i td conveliithése dacuimertt:

to PDF format before encoding. In addition, several free online tools can provide the same

functionality.

Example Base64 Image Filing

<Collateral>

<ColText>The attachment is a PBécument</ColText>
<Attachment>

<TextData>JVBERIOxLjUKJcOiw6PDj8OTCjEzIDAgh2JqCjw8Ci9GaWx0ZXIgL0ZsYXRIRGVjb2RICIOMZW5ndGg:
MzYyCi9MZW5ndGgxIDM5MDI20A0+PgpzdHJIIYWOKeMKcw6x8B1xUw4fDmsO+0O80nwewuS1lYwqgrDgArCu8K
WoIFFMK7WCLCgxRFwqLCgsK4BsKsIGBFRRQ1wrHERDRRSYNFMOw4nCssKawojCqSYXPTHCvTdzwpPCm8
Kbw5zDhMOEFHNzNcOKw7/CmcOzw640GFNuw67DvcK+fMO3w7fDnxfCnsOzPMOzw47DjHtmw6bDjMOMwplV
WOAEESXDoGLCosOKw7zCssKiwSHDhTdVhiPDsxvCrUQpwrskKRsOIT80alYwqrDgArCu8K4wolFFMK7WCLCgx
LCgsK4BsKsIGBFRRQ1wrHChDRNSEzDr8OVNFMOwhn{3gRYXPTHCvTdzwpPCm8Kbw5zDhMOEFHNzNcOK
w7/CmcOzw640GFNuw67DvcK+fMO3w7fDnxfCnsOzPMOzw47DjHtmwebDiMOMwplVWOAEESXDoGLCosOKw7
CssKiw5HDhTdVbiPDsxvCrUQpwrskKRsOIT80a</TextData>

</Attachment>

</Collateral>
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GeneFalhg I nformati on
API Authentication

Whensubmitting XML bulk filings by the AP Headers
it is necessary to include the XML UserID a
Password in the HTTP transport header. Th
naming conventions for the header fields ar
shownto the right.

KEY VALUE DESCRIPTION

UserlD xmifiler@bulkfiler.com

Pas=word $ROInGP@$3wird! 1234

RESRAPI Endpoints

Using the base URL (https://uccxml.sogav), he following endpoints are used by the G
UCC XML application

1 POST ../FilingAsync
0 Posted data is the XML Filing, Returned data is the XML Receipt document.
1 GET ../FilingAsync/{DocumentReceiptlD}
0 Returned data is the XML Status document @
 GET../Filing/{PacketNumber} >
0 Returned data is the submitted XML document with completed
<Acknowledgementelement
1 GET ../Filing/{PacketNumber}/AcknowledgementPDF @
o Returned data is the filing Acknowledgement PDF document. }.
1 GET ../Filing/{FileNumber}/Retrievelage [ PDF |
o Returned data is the Filing Image PDF.

<P

Partial Assignments

To submit a Full or Partial Assignment, the XML submission indicate its AmendmentType as
Assignmentand the AmendmentAction @s8OActionand it is optional to include an
AmendmentAction oColateralAssign The XML submission will identify the impacted collateral ir
Collateral element. The system will indicate in the filing history and in the filling image that the
Submission is an Assignment, but will not indicate as to whether it i$ @r fo@rtial assignment.
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GeneFmIing | nf o(rcmatti n @end)
PacketNumber Element Generation and Usage Guidelines

As part of the IACA 4.0 standards the <PacketNum> element is a required field in the <Header
XML document. It is described as a 32 alphanumeric field that must be uadgassall filers using
thesystem52 y 20 dzaS (KS KFaKabIaydzZH&SNF OKONS OO

¢2 SyadaNBE (GKFd SIOK &addzmYAaaizy @l fdzS Aa dzy
using a unique prefix/suffix for your company in combination with a timestamp that includes Ye
Month, Date, Hour, Minut@nd Second. Forexamdle FAf Ay 3 FTNRBRY (GKS Ly
office might follow a format of INSOS_YYYYMMDDHHMM®®h would result in a Packet Numb
for a January 1, 2020 filing as INSOS 20200101123045.

Filers are free to choose any methtitey choose to generate packet numbers and the above exa
is only provided as guidance but Packet Numbers must be unique or submissions will be reject
to having a duplicate packet number.
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XML 1Fngit ructure 1 n Det a

Document

The Document element is the root element for the remaining XML Document. It contains fowleents.

The first is the single occurrence<oOfKMLVersionthat is used to implement a version control mechanism.

The second is the single occurrenceblieader>that contains all the information that is global to all the filing
records. The third is the actuaRecord>that contains all the information for a filing.

The document must have at least one of allthe threeSub SYSy (i a o0 dzi Ol NKQ 08t b

Element Description Attribute Length | Occurrence
value
Document Root element of the XML document NA 1
XMLVersion Contains the version number of the DTD used to create this See NA Optional
document version Max 1
attribute
Header Global information for all filing records NA 1
Record Contains all the information for a filing NA 1
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